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EMBODIMENTS 

Embodiments of the present invention will now be explained in details with 
reference to the appended drawings. 

Fig. 1 is a block diagram of an arrangement of a device for embodying an image 
processing system of the present invention. Each of the parts of the device is 
connected to a bus 1, and a controller 2 controls total operation. Operations of the 
entire device may be generally classified into storage mode and processing mode. 

In the storage mode, information on a document 3 (document images) are 
scanned by a scanner 4. By performing photoelectric conversion, sampling and 
quantization by the scanner 4, a digital image of the document to be input is formed. 
While such a digital image is binarized one bit per one pixel in the following description, 
it may also be a multi-level digital image or also a color image. The digital image is 
stored in a buffer memory 5 via the bus 1. Image control information is simultaneously 
obtained as an output of the scanner 4 and is stored in the buffer memory 5 as well. In 
this context, the image control information includes entire data length, mesh sizes of 
rows and columns, number of bits representing the density of a pixel (in case of multi- 
level images), or codes representing colors (in case of color images). 

Upon completion of the operations of the scanner, the operator is instructed by 
the controller 2 to input information such as document number, retrieve information or 
confidentiality protection level with a console 6. This information such as document 
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number, retrieves information, and confidentiality protection level may also be input 
automatically upon confirmation of contents of the document in case objects are limited. 
The controller 2 then determines an address within a file into which image data and 
image control information of this document are to be held, and information correlating 
the address information with the above information such as document number, retrieve 
information and confidentiality protection level are formed as directory information to be 
stored in a buffer memory 7. 

It is alternatively possible to store the directory information simultaneously 
within the buffer memory 5 and to omit the buffer memory 7. Contents of the buffer 
memories 5 and 7 are held in a file 8. The file 8 may be comprised of a plurality of files 
wherein some axe used for holding contents in the buffer memory 5, namely image data 
and image control information and others are used for holding contents in the buffer 
memory 7, namely directory information. For digitalization or output of image 
information to files, it is also possible to perform processes for performing high-efficient 
coding as they are known in the art to thereby save memory capacities for the files. 

Operations of the processing mode will now be explained. The user supplies 
his or her own identification number (name codes or the like) and password with the 
console 9 to the controller 2. While the console 9 may be used in common with the 
console 6, it is preferable that the console 6 be exclusively used by the administrator 
and to separate the same from the console 9. Upon confirming that the user is a true 
user by using a correspondence chart of user identification numbers and passwords 
that is preliminarily set within an internal memory, the controller 2 proceeds to the 
following process. 

The user supplies a document number that he or she wishes to read to the 

controller 2. At this time, it is alternatively possible to retrieve the document number 

by using a retrieval program operated by the controller 2 by supplying retrieval 

information instead of the document number. In the controller 2, directory information 

of all documents are preliminarily read into from the file 8, and directory information 
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corresponding to the given document number are taken out. The controller 2 
compares the confidentiality protection level of the directory information with 
confidentiality permission levels of each user preliminarily set in the internal memory 
and proceeds to the following step only when the document in question may be disclosed 
to the user in question, that is, the confidentiality permission level is higher than the 
' confidentiality protection level (it is assumed that the more important the document 
becomes, the higher the confidentiality protection level will be). More particularly, the 
controller 2 obtains a storage address within the file 8 corresponding to a given 
document number, and image signals and image control information that are held on 
the address are read from the file 8 to the buffer memory 5. 

Next, the controller 2 generates a mask pattern as will be described later in 
details within the buffer memory 9. A different buffer pattern is generated for the mask 
pattern depending on the user identification number (if necessary, accessory 
information such as date of use or similar may be included as well). Thereafter, the 
controller 2 generates a digital image in which the digital image within the buffer 
memory 5 and the mask pattern of the buffer memory 9 are superimposed. In this 
context, superimposition of two images indicates generation of a new image upon 
performing a logical operation such as logical OR for each pixel. When performing 
generation of the above-described mask pattern and superimposition of the images, 
image control information of the buffer memory 5 are used. The above-described 
superimposed digital images are sent to a display means 10 together with image control 
information and are displayed thereat. In this context, a display means may be a 
printing means. 

Fig. 2 illustrates an example of a mask pattern that varies with depending on the 

user identification number. In this example, a region corresponding to an area of the 

entire document is divided into small regions of rows and columns of 10 by 10. The 

user identification number is represented by a two-digit integer and a hatching pattern 

is generated in a region that is defined by putting the upper digit on a vertical coordinate 
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and the lower digit on a horizontal coordinate to thus form a mask pattern. Fig. 2 
illustrates an example in which the user identification number is 23 wherein a small 
region defined by the second line and the third row is hatched. Fig. 3 illustrates an 
example of a hatching pattern in which the size of the small region is exemplarily set to 
be 15 by 10 pixels. 

The mask pattern may further be varied other than the above-mentioned 
examples, and character patterns of the user identification numbers may be embedded 
as background prints comprising a hatching pattern. The character patterns of the 
user identification numbers may alternatively be displayed in an enlarged manner in a 
region having an area of the entire document which interior is filled with hatching 
patterns, to use this as a mask pattern. It is also possible to print the user 
identification numbers at a different position for each of the users to determine which 
recopied document originates from which user. It is further possible to automatically 
extract diagrams or pictures or text regions in image data and to display the same by 
slightly varying relative positions between the regions at the time of display for each of 
identification numbers. 

Fig. 4 is a block diagram of an arrangement of another embodiment of the image 
processing system of the present invention. While most of the arrangements are 
identical to those of Fig. 1, the only differences exist in a character recognizing part 11 
and a buffer memory 12. Only points different from Fig. 1 will be explained here. In 
the storage mode, image data that have been input with the scanner 4 are sent to the 
character recognizing part 1 1 whereupon character patterns in the image are converted 
into character codes and are output to the buffer memory 12. Regions of diagrams, 
pictures and the like hard to be recognized are left as images. Letter code control 
information such as line positions of characters, number of characters within lines or 
character sizes that correspond to the image control information are defined with 
respect to the recognized character codes. Such character code series and character 

code control information are output to the file 8. It should be noted that in case regions 
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that remain as images such as diagrams or pictures are left, they are output as images. 

In the processing mode, the controller 2 reads character code series and 
character code control information of a document retrieved from the file 8 instead of 
reading image data. Next, the controller 2 reproduces from the character code series and 
the character code control information those corresponding to the image data of the 
original document that are accordingly output to the buffer memory 5. If there are 
regions in which images are remaining diagrams or pictures, those regions are merged 
with images reproduced from the above character code series and the character code 
control information. In this manner, by using images of the reproduced original 
document, superimposing with a mask pattern is performed by utilizing user 
identification information. 

In case a part of or the entire document is filed as character codes, it is 
alternatively possible to use underlining as a mask pattern since positions of the 
respective characters on the reproduced image are known; in such a case, underlines 
are added to sentences at different positions depending on the user identification 
number. In reproducing image data, it is also possible to reproduce the document 
image by using a format different from that of the original document, wherein, for 
instance, changes in number of lines per page, number of characters or pitches per line 
or line indentations may be performed so that the format may be slightly changed 
depending on the user identification number at the time of reproduction. 

It should be noted that superposition of the mask patterns may of course be 
omitted in case the document is of no confidentiality. 
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